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Section I

Blockchain and Crypto Deals

MachineFi Lab, core developer of IoT blockchain platform IoTeX, completes Series A financing round of US$50 

million

The trust of smart contracts is guaranteed by the nodes of the blockchain, but there is a lack of quality assets and data to be traded. IoT 

machines can generate high-quality data, and trust is determined by pre-set programs and algorithms, which directly connects to the enterprise 

after the data is generated, causing a risk of the data being tampered. If the data generated by the machine is directly uploaded to the smart 

contract for processing, this problem can be better resolved. Similarly, for X2E and other projects related to real-world behaviors, third parties 

can make profits by tampering with the uploaded data. 

But if the data is directly uploaded from the device to the chain, this “cheating” problem can be easily resolved. MachineFi Lab hopes to 

maximize the value of the machine network on IoTEX by providing a complete developer kit, and to interconnect the real world and the 

metaverse by building vertical machine collaboration.

Commentary by HashKey:

Investment Projects by HashKey
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Data and trade execution service provider Skolem

announces completion of Series A financing round of 

US$20 million

After the recent “grey rhino” moment surrounding CeFi services, DeFi, due 

to its transparent and unlicensed nature, as well as its reliance on smart 

contracts for instant settlement, will help accelerate the “erosion” of the 

financial system. In a decentralized world, transactions depend not only on 

investors’ judgments on prices, but also the understanding of non-instant 

confirmation caused by the time of block production, the security issues of 

funds caused by private key custody, MEV attack as a result of the 

mismatch between transaction volume and fund pool, and other issues. 

These problems not only lead to slippage, but also financial security, and 

transactions once confirmed on the chain are irreversible. Therefore, 

institutions entering the DeFi world should be backed up by custodians

and service providers for transaction execution. Skolem provides 

automated robotic arbitrage, which uses on-chain and off-chain data to 

automatically find arbitrage opportunities. This supports combination 

products with complex gameplays such as flash loans and multi-leg order 

transactions, which lowers the threshold for DeFi and meets the needs of 

institutional customers.

Commentary by HashKey:

Other Projects

Euler Finance announces completion of US$32 

million financing

DeFi’s infrastructure iteration has been an important investment 

direction. Regarding the transaction, a number of protocols have 

tried to build platforms more efficient than Uniswap, but they can 

only have achieve higher efficiency than Uniswap V2 in a specific 

transaction field due to the difficulty of balancing algorithm and user 

experience. Compared to Uniswap V3, which has more flexible 

market-making strategies, there are few competitive advantages in 

efficiency. 

On the contrary, regarding lending, since fewer assets are accepted 

by Compound Finance and Aave as collateral, and the online review 

process is long, unlicensed lending platforms such as Euler and Rari

that target long-tail assets, high volatility assets, and niche exotic 

assets have not been verified. With the prevalence of NFT and 

metaverse, DeFi’s infrastructure for NFT assets will gain increasing 

popularity, the most important of which is the risk assessment 

scheme.

Commentary by HashKey:
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Solana-based NFT marketplace Magic Eden completes 

US$130M B financing round

Magic Eden is Solana’s native NFT exchange. Its trading volume of 

Solana NFTs are dozens of times more than that of OpenSea; this is 

attributed to Magic Eden’s understanding of the Solana NFT ecosystem. 

Through the licensing system, the linkage system is implemented between 

projects, and the strong operation benefits NFT players on Solana. 

Thereafter, the GameFi platform is launched. By building an SDK, the 

game party can better access the Solana network, and users are attracted 

to the target game from its own platform to achieve a win-win situation. 

The NFT platform is essentially a tax collection avenue. 

As a large and comprehensive platform, OpenSea has a strong consensus 

between users and project parties since it was launched very early, and its 

industry status has long been established. However, OpenSea has its own 

problems, namely: too many categories covered, no clear sorting and 

shopping guide service; thus, a series of aggregation and data analytical 

tools emerge to fill the market gap. On the non-ETH chain, users’ 

consensus on OpenSea is not strong, and the product experience is not 

very good, which contributes to the birth of more competing products.

Commentary by HashKey:

Other Projects

Web3 weather network WeatherXM completes US$5 

million seed round

As Web3 flourishes, more potential cases are being put forward, 

including the emergence of weather networks, music NFTs, 

pharmaceutical DAOs, and even flying machine makers DAOs. 

These products ultimately aim to reshape the original Web2 industry 

chain, enhance collaboration of participants who have no trust 

relationship, and work more efficiently for the established goals. 

Compared with the scattered Web2 industry chain, Web3’s strength 

lies in its use of encryption incentives to improve the quality of the 

acquired data on the one hand, and its use of the trustless 

composability of blockchain to better open high-quality data to all 

those in need on the other hand. Therefore, such strength can 

balance the income of all participants, increase production efficiency, 

and reduce the waste of high-quality research resources. DAOs are 

not without its contradiction and competitiveness, but the open 

decision-making and voting system enhance the coordination and 

distribution of interests among strangers, allowing members to better 

work towards the same goal.

Commentary by HashKey:
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Crypto market plummets, leading to large numbers of serial liquidations and CeFi bankruptcies

Celsius Babel Finance
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Section II

Blockchain Community and Market Update

Founded in 2017, Celsius is an influential cryptocurrency lending 

platform. Celsius provides various types of businesses such as 

lending, trading, payment, custody and Bitcoin mining. Its core 

business is that users can generate weekly interests from their  

crypto deposits on the platform at will, and that the principal can be 

withdrawn at any time.

However, all these high returns were attributed by their 

misallocation of user assets. With the de-anchoring of stETH and 

the continuous decline of ETH and BTC prices, Celsius had to 

increase asset collateral, and the continuous demand for 

withdrawals would reduce its liquid assets, so the ultimate 

measures including prohibition of withdrawals, transactions and 

transfers were taken. After Celsius froze platform accounts without 

warning on June 13, over 1 million investors were unable to 

redeem their assets, triggering tremendous panic and stampede.

Babel Finance, one of the largest cryptocurrency lending platforms, 

suddenly announced the suspension of redemption and withdrawal 

services of all accounts on June 17.

FatMan from the Terra Research Institute stated that Babel might be 

suffering from a 9-digit loss, which might be due to misappropriation of 

its customers’ funds and nesting leverage to obtain excess returns.

Today, with the advent of the bear market, these former giants continue 

to expose huge problems, which shows that the crypto market is still a 

“black forest”. As the tide recedes, the bubbles dissipate, and the dust 

settles, only those who persist in giving and exploring in this “forest” can 

truly usher in the light.
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Three Arrows Capital is a Singapore-based hedge fund founded by Zhu Su and 

Kyle Davies in 2012. In 2017, it transformed into a crypto fund by starting to 

invest in BTC and ETH. Its investment portfolio includes blockchain projects such 

as BTC, ETH, AVAX, LUNA, SOL, NEAR and MINA, with assets worth more than 

US$10 billion at the peak. It is one of the most active investment institutions in 

the cryptocurrency field.

As one of the biggest supporters of the LUNA ecosystem, it suffered huge losses 

from the assets it pledged in the LUNA event, and the value of its assets fell from 

US$400 million to only US$6.9 million in the end. Meanwhile, following the 

continuous decline of crypto market assets, a large number of asset positions 

they pledged through leveraged nesting were prone to liquidation. To prevent 

liquidation, 3AC continued to sell stETH to obtain cash and make margin calls.

Unfortunately, these actions were only a drop in the bucket, and the bankruptcy 

of the company has also exposed its problems such as misappropriation of 

customers’ assets at will, leading to the company being subject to a series of 

lawsuits. 

Three Arrows Capital

Section II Blockchain Community and Market Update
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On June 24, Harmony stated in a Twitter announcement that the 

team discovered a theft on the Horizon Bridge, leading to a loss of 

approximately US$100 million, and is now collaborating with the 

FBI to investigate the thief and recover the stolen funds. It also 

stated that if the hackers returned the stolen funds and shared 

information about the loophole in the system, it would offer a 

reward of US$1 million.

Starting from the evening of June 23, the attackers transferred a 

large amount of cryptocurrencies in the contract through 11 

transactions on the Horizon Bridge, including BUSD, USDC, ETH 

and WBTC. These tokens were then sent to another wallet, which 

were then exchanged for ETH on the decentralized exchange 

Uniswap, and finally the stolen ETH was sent back to the original 

wallet.

The reward has been raised to US$10 million over time. However, 

hackers still refused to return the funds, and the exchanged ETH 

has subsequently been transferred to Tornado.cash.

Section II Blockchain Community and Market Update

Harmony’s cross-chain bridge stolen, over US$100 

million lost 

According to official documents, the U.S. Securities and Exchange 

Commission (SEC) rejected Grayscale’s application for conversion 

of its GBTC into a Bitcoin spot ETF, as well as Bitwise’s application 

for a Bitcoin ETP Trust. The SEC said their questions about 

prevention of fraud and manipulative practices, as well as other 

concerns, were not answered in the application. 

On June 29, Grayscale announced that its senior legal strategist, 

former U.S. Attorney General Donald B. Verrilli Jr., has filed a 

petition for review with the U.S. Court of Appeals for the District of 

Columbia Circuit.

Verrelli said the latest decision shows that the SEC’s behavior was 

“arbitrary and capricious” and “failed to adopt a consistent 

approach to similar financial products” and he would file a lawsuit 

against the SEC for alleged violations of the Administrative 

Procedure Act (APA) and Securities Exchange Act (SEA).

SEC refused to convert GBTC to a spot ETF
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Arbitrum launched the Odyssey event starting from April 14, in which 

users can collect protocol NFTs through cross-chain bridge 

interaction and Arb on-chain interaction. The activity lasted for 8 

weeks, with different types of protocol interactions every week. Users 

who had gotten 13 NFTs could get the final airdrop reward.

On the evening of June 29 (Beijing time), on the first day of the 

launch of the second phase of Arbitrum’s Odyssey event, gas fees 

were higher than normal due to the overloading on the chain, so 

Arbitrum proceeded to announce the suspension of the Odyssey 

event.

At that time, the average gas fee for each transaction on the Arbitrum

network was over US$9, which was about twice the gas fee of the 

main Ethereum network at the same time. This phenomenon was 

materially against the original intention of Arbitrum, where it wanted 

to bring users a better and quality experience by reducing gas price.

After this event, Arbitrum’s plans to launch Nitro and AnyTrust to 

increase network throughput and reduce fees also became more 

urgent and critical.

Section II Blockchain Community and Market Update

Arbitrum’s Odyssey event caused gas price to 

surge

Following the bankruptcy and liquidation of Three Arrows Capital, 

BlockFi, one of 3AC’s creditors, suffered a loss of about US$80 

million during the process. Together with the slump in market 

confidence and the significant changes of a large number of 

institutions, BlockFi experienced a large number of fund runs. 

Eventually, it could not meet the huge withdrawal demand and had 

to seek assistance from others.

Zac Prince, CEO of BlockFi, said that the company has reached an 

agreement with the cryptocurrency trading platform FTX. FTX is 

entitled to acquire BlockFi, with the transaction value set up to 

US$680 million. It is believed that the acquisition will bring synergy 

between the two companies.

According to the agreement, FTX is entitled to a general offer for 

BlockFi, and as long as BlockFi achieves certain operating KPIs, 

the acquisition price will be up to US$240 million. BlockFi

shareholders will decide whether to approve a US$400 million 

revolving line of credit from FTX.

FTX to acquire BlockFi
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Moonwell is a DeFi lending protocol that runs on Moonbeam and 

Moonriver, and WELL is its governance token. WELL conducted three 

rounds of public offerings at Tokensoft from March 30 to April 8 at a 

price of US$0.26, which amounted to a total of US$13 million. The 

token was officially launched on exchanges such as Huobi, Gate and 

Kucoin on June 23, and the price reached a peak of US$0.3 per 

token, before falling below its issue price. 

WELL (Moonwell) 

Cube Network is a high-performance blockchain network that 

supports cross-chain, and was incubated by Huobi. Cube was 

listed on exchanges such as Huobi and Gate on June 7. The 

token reached as high as US$15, which was followed by a 

significant drop. At the time of writing, the trading price is around 

US$1.

CUBE (Cube Network) 
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Section III

Token Listing Update
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China Blockchain Headlines

Jīn Se Cai Jing News reported the 13th Beijing Municipal Congress of 

the Communist Party of China, which opened on June 27. Cai Qi 

made a report to the congress on behalf of the 12th Beijing Municipal 

Committee of the Communist Party of China. The report has put 

forward to accelerate the formation of an international scientific and 

technological innovation center, focus on major national strategies 

such as better serving innovation-driven development, strive to build 

the world’s major scientific center and innovation highland; actively 

build a national strategic scientific and technological force, build three 

national laboratories at a high level, and promote the systematic 

development of national key laboratories in Beijing; further focus on 

Zhongguancun Science City, strengthen basic research and strategic 

frontier high-tech innovation, cultivate emerging industrial clusters 

such as AI and blockchain, give full play to the role of the starting 

point of scientific and technological innovation, the source of original 

innovation and the main position of independent innovation, and take 

the lead in building a world-class science city.
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Section IV

Beijing: Cultivate emerging industrial clusters 

such as AI and blockchain

On the morning of June 13, the signing ceremony of the first phase of the 

digital industry fund jointly funded by Hainan Eco-Software Park 

Administration Development and BOCOM International Equity Investment 

Management (Shenzhen) was held in Hainan Resort Software Community. 

The establishment of this fund marks the implementation of the first QFLP 

(Qualified Foreign Limited Partnership) Fund of Funds (“FOF”) and the first 

city- and county-level FOF in Hainan Free Trade Port, which is also the first 

FOF of BOCOM International to implement in Hainan Free Trade Port. The 

Hainan Chengmai Digital Industry Phase I Fund established this time is 

managed by BOCOM International, with the Hainan Branch of BOCOM as 

the custodian bank. 

The Fund will focus on key industries with competitive advantages of the 

community such as blockchain, digital culture and sports, digital health, and 

digital finance, and aims to fully support the enterprises in the community to 

extend the chain, expand the business scope, and achieve innovation and 

development, thus optimizing and enhancing the digital economy, and 

building a 100 billion-level digital industry cluster with core competitiveness.

First QFLP Fund of Funds of Hainan Free Trade Port is 

in place, to focus on key industries such as 

blockchain
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On June 23, the Internet Society of China and AntChain jointly held an online seminar on new on-chain energy surrounding its Whitepaper on the 

“Application and Development of Blockchain New Energy Technology”. He Guili, Vice President of the Internet Society of China, delivered a speech at the 

meeting, pointing out that human society has entered the information age, and economic forms are undergoing significant changes, and that digitalization 

and networking have become the characteristics of the times. Under the wave of the digital economy, we have seen the widespread application of 

technologies such as cloud computing, AI, 5G, and big data, driving the energy revolution. 

Vice President of the Internet Society of China: The orderly development of the new energy 

blockchain industry requires active innovation and normative guidance from all walks of life

https://www.jinse.com/lives/308637.html

China Federation of Logistics & Purchasing 

(CFLP): the scale of industrial blockchain 

market has continued to grow in 2021

https://www.jinse.com/lives/306131.html

Ren Min You Dian: The scale of blockchain 

industry in China has increased to RMB6.5 

billion, and vertical industry applications has 

continued to expand

https://www.jinse.com/lives/303812.html

Research and Markets report: Global 

blockchain IoT industry is expected to reach 

US$5.2 billion by 2027
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Section IV China Blockchain Headlines

We have to work hard to change the energy structure and protect our earth. We need energy, 

and more importantly, a sustainable living environment. Under the dual carbon policy, we 

encourage the development of green and renewable energy. With the development of blockchain 

technology, the blockchain platform can provide the main body of energy with services such as 

development, creation and management, and provide the basis for a distributed collaborative 

production mechanism, and blockchain technology will play an important role in the integrated 

development of blockchain and the new energy industry. By linking energy IoT devices through 

blockchain technology, and through new energy assets such as photovoltaic cells credibly linked 

through blockchain technology, technology integration and application are achieved, further 

unlocking the vitality of blockchain-enabled real economy. The orderly development of the new 

energy blockchain industry requires all sectors of society to actively participate in the application 

of blockchain and new energy scenarios with an open mind set and requires active innovation 

and normative guidance. 

https://www.jinse.com/lives/308637.html
https://www.jinse.com/lives/306131.html
https://www.jinse.com/lives/303812.html


ZK Learning Series Part 1 -

Historical Principles and 

Industry
Nowadays, there are more and more Zero-knowledge 

Proof projects (“ZKP”) in the blockchain industry, 

especially since the emergence of ZKP applications at 

the scaling and privacy protection levels, exposing us 

to a wide variety of ZKP projects. Due to the 

mathematical nature of ZKP, it’s become more difficult 

to understand ZK in-depth. Therefore, we plan to start 

sorting out some changes in ZKP theory and 

application level from scratch, and explore the impact 

on the crypto industry and its value with readers, and 

learn together from several reports, which forms the 

summary of our insights. This article is Part 1 of the 

series, which primarily introduces the development 

history, application and some basic principles of ZKP.

Section V
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A. History of ZKP

The modern ZKP system was first conceived by Goldwasser, Micali and Rackoff

in their paper The Knowledge Complexity of Interactive Proof Systems (i.e. 

GMR85), which was put forward in 1985 and published in 1989. This paper 

mainly explained how much knowledge is needed to be exchanged to prove a 

statement is correct after K rounds of interaction in an interactive system. If the 

exchanged knowledge can be zero, it classifies as a ZKP. It is assumed that the 

prover has unlimited resources, while the verifier has only limited resources. The 

problem with interactive systems is that the proof is not entirely provable 

mathematically, but probabilistically correct, albeit with a small probability (1/2^n).

Therefore, the interactive system is not perfect with only approximate 

completeness, while the non-interactive system (NP) system emerged on this 

basis has completeness and thus is the perfect choice for the ZKP system.

The ZKP system in the early years was not efficient and usable, so it has only 

existed at the theoretical level, and has only begun to flourish in the past 10 years. 

Following the emergence of cryptography in crypto, ZKP has been brought to the 

forefront and become a crucial direction. In particular, developing a general, non-

interactive ZKP protocol with a limited proof size is a significant exploration 

direction.

Basically, ZKP aims to make a trade-off between the speed of proof, the speed of 

verification and the size of the proof volume. An ideal protocol is featured with 

rapid proof and verification and small proof volume. The volume of the former is 

determined by trusted set-ups. 

The most significant breakthrough in ZKP was Groth’s paper Short Pairing-based 

Non-interactive Zero-Knowledge Arguments in 2010, which was regarded as the 

theoretical pioneer of the most important group of zk-SNARKs in ZKP.

15
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The most important progress in ZKP’s application was the ZKP system used by 

Zcash in 2015, which achieved the protection of privacy related to transaction and 

amount. After that, the concepts of zk-SNARK and smart contract combined, and 

zk-SNARK itself developed into a very wide range of application scenarios. 

Among them, some important academic achievements include:

Pinocchio (PGHR13): Nearly Practical Verifiable Computation in 2013, which 

compresses the proof and verification time to the applicable range. This is also 

the basic protocol used by Zcash.

Groth16: On the Size of Pairing-based Non-interactive Arguments in 2016, which 

simplifies the size of the proof and improves the verification efficiency. This is 

currently the most widely used ZK basic algorithm.

Bulletproofs (BBBPWM17): Short Proofs for Confidential Transactions and More 

in 2017, which puts forward the Bulletproof algorithm, a very short non-interactive 

ZKP, which does not require trusted setups. It is applied to Monero after 6 months, 

which serves as a very fast combination of theory-to-application.

zk-STARKs (BBHR18): Scalable, transparent, and post-quantum secure 

computational integrity in 2018, which put forward a ZK-STARK algorithm protocol 

that does not require trusted setups. This is another eye-catching direction of ZK 

development. StarkWare, the most significant ZK project, was born based on this.

Other developments including PLONK, HALO2, etc. are also crucial, which 

improved some aspects of zk-SNARKs.
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B. Overview of the Application of ZKP

Source: Demystifying 

the Role of zk-

SNARKs in Zcash
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The two most widespread applications of ZKP are privacy protection and 

scaling. Following the launch of privacy transactions and several well-known 

projects such as Zcash and Monero in the early days, privacy transactions have 

once again become a very important category, but the necessity of privacy 

transactions was not as prominent as the industry expected; thus, this type of 

representative projects have begun to gradually enter the second- and third-tier 

camps (not withdrawing from the historical stage). At the application level, the 

necessity of scaling has never been treated with importance. But with the 

transformation of Ethereum 2.0 (already renamed as the consensus layer) to a 

rollup-centric route in 2020, the ZK series has officially drawn the attention from 

the industry.

Privacy transactions: There are a number of projects that have implemented 

privacy transactions, including Zcash and Tornado that use SNARK, Monero that 

uses bulletproof, and Dash. Dash does not use ZKP in a strict sense, but a simple 

currency mixing system that can only hide the address but not the amount. We 

are not going to discuss this in detail here. 

The transaction steps of Zcash are as follows:

• At the System Setup stage, the proof key (encrypted proof polynomial) and the 

verification key are generated with the help of KeyGen functions

• At the CPA stage, ECIES encryption method (Elliptic Curve Integrated 

Encryption Scheme) is used to generate public and private keys

• At the Minting Coins stage, the number of new coins is generated for 

commitment of public address and coins

• At the Pouring stage, a zk-SNARK proof is generated, which is added to the 

pour transaction ledger

• At the Verification stage, validators verify if Mint and Pour transaction volumes 

are correct

• At the Receiving stage, receivers receive coins. If the received coins are 

intended to be used, Pouring will be continued to form zk-SNARK verification, and 

steps 4-6 above are repeated to complete the transaction.

There are still limitations on the use of ZK by Zcash: since it is based on UTXO, 

some transaction information is only shielded, rather than totally covered up. It is 

also difficult to scale (combined with other applications) due to the separate 

network based on Bitcoin’s design. The actual usage rate of shielding (that is, 

privacy transactions) is less than 10%, implying that privacy transactions have not 

been successfully expanded. 
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Source: Polygon
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B. Overview of the Application of ZKP (cont’d)

Tornado is more widely used by using a single large mixing pool, and is based on 

tried-and-tested networks like Ethereum. Tornado is essentially a mixing pool 

using zk-SNARK, and the trusted setup is based on the Groth16 paper. Tornado 

Cash is featured as follows:

• Only deposited coins can be withdrawn

• No coins can be withdrawn twice

• The proof process and the coin’s Nullifier are bound, and hashes with the same 

proof but different Nullifiers will not allow withdrawals

• With 126-bit security, which will not be degraded due to composition

Vitalik Buterin has mentioned that, compared to scaling, privacy is relatively easy 

to achieve. If some scaling protocols can be established, privacy will basically not 

be an issue. 

Scaling: The scaling of ZKs can be achieved on first-tier networks such as Mina, 

or on second-tier networks – that is, ZK-rollups. The original ideology of ZK-

rollups might have first come from Vitalik’s post in 2018: “On-chain scaling to 

potentially ~500 tx/sec through mass tx validation”.

ZK-rollup has two roles, one is Sequencer, and the other is Aggregator. 

Sequencer is responsible for packaging transactions, while Aggregator is 

responsible for combining a large number of transactions and creating a rollup, 

and eventually forming a SNARK proof (or a ZKP based on other algorithms). 

This proof will be compared with the previous state of Layer1, and then updated 

on Ethereum’s Merkle Tree to compute the new state tree.



H a s h K e y  C a p i t a l  / /  H a s h K e y  G r o u p  2 0 2 2

Pros Cons

Faster finality time, proofs are sent to the 

main chain, and the state is verified 

immediately

Some do not have EVM support

Less vulnerable to economic attack

Validity proof is computationally intensive –

not cost-effective for applications with little 

on-chain activity

Secure and decentralised, data needed to 

restore state is stored in L1
Operators can affect the order of transactions

According to the method of data availability and proof, 

Starkware has a classic classification for L2 (Volition’s data 

availability layer can be selected on-chain and off-chain):

Source: Starkware

Source: 

Ethereum 

research
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B. Overview of the Application of ZKP (cont’d)

Pros and cons of ZK-rollup:

Pros: low cost; unlike OP which can be attacked economically; 

no need to delay transactions; can protect privacy; can 

achieve finality quickly

Cons: large amount of computation required to form ZK 

proofs; security issues (SNARK requires a trusted setup); not 

resistant to quantum attacks (SNARK and STARK can); 

transaction order may be changed

Nowadays, the most competitive ZK-rollup projects on the market are: Starkware’s Starknet, 

Matterlabs’s zkSync and Aztec’s Aztec connect, Polygon’s Hermez and Miden, Loopring, Scroll, etc.

Basically, the technical route lies in the choice of SNARK (and its improved version) and STARK, as 

well as EVM support (including compatibility or anything equivalent).

• Aztec has developed a generalized SNARK protocol - Plonk protocol; Aztec3 in operation may 

support EVM, but privacy takes precedence over EVM compatibility

• Starnet uses zk-STARK, a ZKP that does not require trusted setups, but currently does not support 

EVM and has its own compiler and language developer

• zkSync also uses Plonk, which supports EVM. zkSync 2.0 is EVM compatible and has its own zkEVM

• Scroll is an EVM-compatible ZK-rollup; its team is also a key contributor to the Ethereum Foundation 

zkEVM project
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B. Overview of the Application of ZKP (cont’d)

Brief discussion of EVM compatibility issues:

The compatibility between ZK system and EVM has been a 

headache, and general projects will normally make a 

compromise between the two. Those who emphasize ZK may 

make a virtual machine in their own system and have their 

own ZK language and compiler, but it will increase the 

learning difficulty for developers, and will become a black box 

since it is basically not open-source. 

In general, the industry currently has two options: one is to be 

fully compatible with Solidity’s opcodes, and the other is to 

design a new virtual machine that is ZK-friendly and 

compatible with Solidity. The industry did not expect such a 

rapid integration at the beginning, but the rapid iteration of 

technology in the past one to two years has raised the 

compatibility of EVM to a high level, and developers can 

achieve a certain degree of seamless migration (i.e. the 

Ethereum main chain to ZK-rollup). This is a very exciting 

development, which will affect the development ecology and 

competitive landscape of ZK. We will discuss this issue in 

detail in a later report.
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The proof principle of Groth16’s zk-SNARK is as follows:：
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C. Basic principles of implementation of zk-SNARK

Goldwasser, Micali, and Rackoff proposed that ZKPs should have three properties:

• Completeness: Every statement with reasonable witness can be verified by 

validators

• Soundness: Statements with unreasonable witnesses should not be verified by 

validators

• Zero-knowledgeness: Verification process is zero-knowledge

Therefore, in order to understand ZKP, we must start with zk-SNARK, because 

many current blockchain applications start with SNARK. Let’s take a look at zk-

SNARKs.

zk-SNARK stands for: Zero-knowledge Succinct Non-interactive ARguments

of Knowledge; Zero Knowledge: The proof process has zero knowledge and will 

not expose redundant information; Succinct: Validation is small; Non-interactive: 

non-interactive process; ARguments: The computation is sound; that is, the 

prover with limited computing power cannot forge the proof, and the prover with 

unlimited computing power can forge the proof; of Knowledge: The prover cannot 

construct a parameter and proof without knowing valid information.

It is impossible for the prover to construct a set of parameters and proofs without 

knowing the proof (Witness, such as an input to a hash function or a path that 

determines a Merkle-tree node).”

The steps are:

1. Convert the questions into a circuit

2. Compile the circuit into the form of R1CS.

3. Convert R1CS to QAP (Quadratic Arithmetic Programs) format

4. Set up a trusted setup, generate random parameters, including PK (proving key) 

and VK (verifying key)

5. Proof generation and verification of zk-SNARK

In the next article, we will start to study the principle, development and application 

of zk-SNARK, explore the development of zk-SNARK through several cases, and 

the relationship with zk-STARK etc.
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